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Most of the methods proposed for communication using chaotic dynamics deal with analog communication.
A method for digital communication is presented in this paper, with the chaotic carrier being digitized.
Quantization of the chaotic carrier destroys the exact synchronization, which however, does not prevent the
receiver from decoding the message correctly. It is demonstrated by numerical simulations that digital com-
munication is very robust to transmission errors resulting from channel 1&%663-651X97)10208-3

PACS numbegps): 05.45:+b, 43.72+q

[. INTRODUCTION driven by chaotic impulses from another chaotic system may
comply to the state of the driving system in the sense of

Recently, potential applications of chaotic dynamics togeneralized synchronization. When the chaotic impulses are
secure communication have drawn great research attentioguantized, the synchronization differences are restricted
The main idea is to employ chaos as a broadband carrier fo¥ithin some amplitude, which can be employed to realize
encoding and masking information signals. Most approachegigital communication. o .
proposed to realize this basic idea are based on synchroniza- !N this paper, we present a method for transmission binary
tion of chaotic systems to mask and recover analog messagB8¥ssage by digitized chaotic carrier. The method is based on
[1,2] and digital messagef2—4]. Other methods include an analog comm_un!catlon m_ethod we preV|o_ust prqposed
controlling chaotic system to follow a desired wave form infor ropust_ transmission of a binary message via chaatic syn-
which a message is encodi, and making use of the quick chronization[10]. The analog communication method is

: : o _ briefly described in Sec. Il and the digital communication
decay of a correlation function for chaotic signp. How .method in Sec. Ill. The validity and robustness of the digital

. . . %ommunication is demonstrated with thérida map in Sec.
structures which are often far from random when viewed in P

some suitable phase space. Some researchers have shown
that it is possible to reveal the hidden information by recre-
ating the geometric structure with some prediction-based

methods[7], particularly when the hidden signals are added The analog communication systdih0] for transmission

to the chaotic carrier at very low power, or it is possible topinary message employs chaotic synchronization based on
find some suitable return maps which allow the informationcontract map$11]. A chaotic discrete-time system

to be extracted8].

In all the above methods, the chaotic carrier signal trans- x(n+1)=f(x(n)) (xeRM) @
mitted from the transmitter to the receiver is analog, which
seems to be a natural requirement for the methods based @ partitioned into two parts
synchronization of chaotic systems, because the chaotic car-
rier not only bears the message but also drives the receiver to x(n+1)=g(x(n))+h(x(n)), 2)
synchronize with the transmitter. Since chaotic synchroniza-
tion is sensitive to external interferences, any form of alter\yhere g is a contraction map on a closed s@tcRM,
nation to the driving signal may spoil the exact synchronizangmely
tion and make it difficult or even impossible to decode or
unmask the hidden message correctly. As a result, as a spe-
cial form of alternation, quantization of the chaotic carrier,
the synehranization which is necessary for carrect decading 3 (e contiaction constart gfon 0, 0<ay<1.

; : . . A drive-response system can be constructed as
or unmasking of the message in the receiver. So it seems
difficult to realize digital communication based on chaotic
synchronization.

However, almost all modern communications are digital.
For future implementation of communication using chaos, it y(n+1)=g(y(n))+h(x(n)), 5
is necessary to explore digital communication in this field.

Lately, Stojanovski, Kocarev, and Parlif®] have shown which will achieve in-phase synchronization x{n) and
that, under some conditions, the state of a chaotic system(n) are confined i) for eachn=0, because

II. ANALOG COMMUNICATION SYSTEM

lg)—g(y)lI=aglx—yl. ®

x(n+1)=g(x(n))+h(x(n)), 4
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[x(n+1)—y(n+1)[=]g(x(n))—g(y(n)|

< ag|x(n)—y(n) (6)
and
lim [x(n) —y(n)|[=0. ()
n—oo
On the other hand, if mag also satisfies
lg(x) +a(y)|=< aglx+yl (8)

for anyx andy in a closed sef)’ with 0< aé< 1, the fol-
lowing drive-response system

x(n+1)=g(x(n))+h(x(n)),
y(n+1)=g(y(n))—h(x(n))

will achieve antiphase synchronizationxifn) andy(n) are
in Q' for n=0, because

©)
(10

[x(n+1)+y(n+1)[=[lg(x(n))+gly(n))l
< ag[x(n)+y(n) (11
and

lim ||x(n)+y(n)||=0.

n—oo
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switches between+1 and —1, the communication system
will switch between in- and antiphase synchronization ac-
cordingly. To decode the message from the received signal
s(n), it is required that sgin(—x))=sgn(h(x)) so that
s(n)h(y(n))=h2(x(n))=0 for b,=1, while s(n)h(y(n))=
—h(x(n))h(=x(n))<O0 for b*=—1 after the transient pro-
cess. By computing the correlation function

kN
CN=" > s(mh(y(n)), (17
n=1+(k—1)N
the message is recovered correctly as
. [—1, C*N<o0
br=] 1, ckso, (18)

In practice, the transmitted signal is inevitably contami-
nated with some external noig€n), and received as(n)
=s(n)+e(n), which enters into the receiver to drive the
response system. To recover the message in the presence of
external noise, the correlation function betwedm) and
h(y(n)) is computed instead of that betweesfn) and
h(y(n)) in Eq. (17).

We can evaluate the performance of the method by esti-
mating the recovery error probabilif]

P.=P(bk#bY). (19

It has been shown in Ref10] that although exact synchro-

For the purpose of communication, we employ a chaotiG,i;ation of the chaotic systems is destroyed by external

systemf which can be partitioned als=g+h, andg satis-
fies both

la(x) =a(y)l|<aglx=yll (13

noise, the encoded message may also be retrieved with very
low recovery error probability. So the method is robust to

external noise, and its robustness may be by far higher than
other methods based on synchronization to transmit binary

for any x,y € QO with 0<ay<1. The system has a chaotic Message§3,4].

attractorA in ) and that— A={—x|xe A} is also in{). For
simplicity, we further require that(x) be a scalar signal.

The main idea of the present communication method is to
encode the two symbols 1 andl of a binary message with
the in-phase and antiphase synchronization of the above ch

otic system respectively.

We employ the scheme proposed [B] to encode the
binary message. Each symhsfie {— 1,1} is represented by
N elements ofh(x(n)) (n=1+(k—21)N,... kN), and the
transmitted signa$(n) is given by

s(n)=bkh(x(n)). (14
The communication system is constructed as follows:

x(n+21)=g(x(n))+h(x(n)) transmitter,

s(n)=b*h(x(n)) transmitter signal, (15)
y(n+1)=g(y(n))+s(n) receiver.
It is seen from Eq(15) that
_[gy(m)+h(x(n)), b*=1,
Y=gy -hx(n), b=-1. 19

So in-(ant)phase synchronization between the transmitter

and the receiver is achieved after a transient whén 1

(—=1) if N is large enough. When the message sequence

[ll. DIGITAL COMMUNICATION SYSTEM

To realize digital communication, the chaotic carrier sig-
agl s(n) is digitized with a quantizef9] which equally di-
vides the amplitude range—(A,A) of the chaotic carrier
s(n) into Q blocks, each with a length =2A/Q, taking the
medium value of the block whei&n) is as the the digitized
signal so(n). Sosg(n) takes a value from the séf(2k
+1-Q)/2,k=0,1,2,.. Q—1}.

With a proper code(d,_4(n),...,d;(n),do(n)) (d;
€{0,1}), sg(n) is sent to the receiver, and is restored to
drive the response system in the receiver. The communica-
tion system can be written as

x(n+1)=g(x(n))+h(x(n)),

s(n)=b*h(x(n)), (20

s(n)—sg(n),

So(N)—(d_—1(N),...,d1(n),do(n)) transmitter,

(dL-1(n),...,d3(n),dg(n))—sq(N), 21)

y(n+1)=g(y(n))+sg(n), receiver.
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With the above quantization, we havg|=|sq(n)
—s(n)|<A/2=A/Q. Let us examine the in-phase synchro-
nization errore;,(n)=|ly(n)—x(n)| (bX=1) in the noise-
free case. It is seen from EqR0) and(21) that

en(n+1)=[y(n+1)—x(n+1)|
=[lg(y(n))—g(x(n))+sq(n)—s(n)||
<[lg(y(n))—gx(n))[| +|[so(n) —s(n)|

< agen(n)+ > (22
from which we obtain
A A o3
. < =
€n(N) 2(1-ag) Q(1l-ay) (23

for n—oo. Similarly, the antiphase synchronization error
ea(N)=[x(n) +y(n)|| (b*=-1) has

A
Sl 2T ay) Q- ay)

(24)

for n—oo,
The limited synchronization errors will bring limited per-
turbations to the correlation function which is now

kN

>  Se(mhy().

CkN_
Q n=1+(k-1

(25
A message bib¥ can be correctly decoded as Iong@@‘

has the same sign &N, the correlation function of the
analog communicatiofEq. (17)]. The validity of the digital
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FIG. 1. Average value of the synchronization differefigén)
—x(n)| as a function oRQ.

First, we examine the synchronization error resulting from
the digitized driving signakg(n). With a largeN, e.g.,N
=5000, the average value, of the error|ly(n)—x(n)||
(bk=1) is estimated for differer®, as plotted in Fig. 1. The
plot can be fitted ag,,=0.71Q. The average value,, of
the antiphase synchronization erroy(n)+x(n)| follows
the same law asy, .

Next, we study the effect of the quantization of the cha-
otic carrier on the correlation functio€¢". (1IN)C¢" is
calculated as a function @ with N=5000 and is shown in
Fig. 2. As can be seen in this figure that, with the increase of

Q, C'f?:‘ comes toC*N quickly, andC§" keeps the same sign
as CN for both b¥=1 andb*=—1 for all the Q=2, indi-

cating that the message sequence can be decoded without

communication will be demonstrated in Sec. IV with specificerror whenN is rather large.

chaotic system, the Hen map.

IV. SIMULATION OF THE METHOD

In practice, however, much smallé&t, for exampleN
=25, may be more desirable in communication. In such a
case, the correlation function has large fluctuations and it is
possible that sgig)=—sgnC*™) for someb¥, resulting in

To show the validity of the method, we consider therecovery errors of the message. To examine it, we estimate

Henon map

X1(n+1)=1.2-x3(n) +x,(n), 26
Xo(n+1)=0.3(n),

which has a chaotic attractér in R%. We partition the sys-
tem as follows:

» ) (o 0.9\(x,
X1X2)=103 0/\x,)
? (27)
—X3+0.1x,+1.2
h(X1’X2): 0 .
It is evident that
l[g(x)=g(y)l[<0.9x=y| (29

for any x,y e R%. h(x(n))=0.1x,(n) —x2(n) + 1.2 is now a
scalar chaotic sequence withir-1.25, 1.25, i.e., A=1.25.
All requirements are met.

the recovery error probability?, with respect toQ in the
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FIG. 2. The normalized correlation function (\II)ICEN with re-
spect toQ. N=5000 is used in the calculatiofia) b*=1, (b) bX
=-1.
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FIG. 3. The recovery error probabilit, as a function of the —
transmission error probability for Q=2, 4, and 8. FIG. 4. The mean-square valaé as a function op. The solid

lines are the analytical results of E@O).

noise-free case, using a random message sequencekup to
=4.5x 10° bits for eachQ. No error is detected for all the plots can be approximately fitted with
Q=2.

The above discussion is based on the fact that there is no Pe=0p”. (29)
noise in the transmission channel, and the digitized drivingr ) o
signals(n) restored at the receiver is the samesg&n). In he constants and 7 are estimated, giving=6.09 andr
practice, the channel noise is unavoidable. An advantage of 272 forQ=2, 0=127.33 andr=4.59 forQ=4, ando
digital communication over analog communication is that the~ 402-69 andr=>5.39 forQ=8. , .
digital sequencéd, _1(n),....d;(n),do(n)) of so(n) is dis- Noting that the probability of(n) =Sq(n) —sq(n)#0 is
cernible in the noise environment, provided that the noisét—(1—p)", which is approximately.p whenp is small, so
level is not too high. However, errors may occur at somdt seems that the larger th@ (Q=2") is, the worse the
position, depending on the nature of the external noise aBerformance of the system would be. However, the above
well as the transmitted signal. For the simplicity of the dis-results have shown that the performance is better with larger
Cussion’ we assume in this paper that errors occur with aQ. To inVeStigate into the reason, let us examine the distri-
equal probabilityp in each position and independently in Pution of the differencef(n). £(n) takes values from the set
different positions. Most digital communication systems{Ak, k=-(Q-1),-(Q—-1)+1,...Q—-1}. When p is
have some error-detecting and Correcting scheme Whic}‘ﬁma”, itis very rare that two or more than two errors occur
however, may not be able to correct all the errors. We willin ~ the L positions ~ of  the  sequence
not consider such a scheme here. Without considering th€dL-1(n).....d1(n),do(n)) of so(n). If neglecting the cases
error-correcting process, the driving sigre§j(n) restored ~ Of two or more than two errors in the positions, therg(n)
from a digital sequence containing errors is not the same a4ill take values=A2' (i=0,1,...L.—1), resulting from a
the originalsg(n), but has a difference(n)=s(’3—sQ(n). single error in the_z p05|t|_om:|i(n)_ only, with the probability
Driven byso(n), the receiver may recover the message with?- For the simplicity of discussion, we also assume #a)

errors. is uniformly distributed in A,A), so thatZ(n)=sg(n)
In the following, we examine the performance of the digi- ~ S(n) is uniformly distributed in {-A/2,A/2) and indepen-
tal system in the presence of channel noise, which results iffent 0fé(n). So digital communication begets a total devia-

an error probabilityp during transmission. For the conve- ton €(n)=§&(n)+¢(n) to the analog driving signas(n).
nience of simulation, we consider the cages 2". Insucha  ©(N) is @ random number in the regign-A(2—1/Q),A(2

case, each of th® digitized valuesA(2k+1—Q)/2 (k —1/Q)], with mean value 0. Let us look into the mean
=0,1,2,.. Q—1) is represented by the corresponding digitaiSauare value ok(n),
code ofk, namely, =" d;2'=k. If an error occurs at posi- ) L-1
tioni, d;j=0 is received as 1 or 1 as 0. §:§_+Z: A_+ pAZE (212
The recovery error probabilit®, of the message is esti- 12 =0
mated with respect tp, using a random message sequence
up to K=4.5x 10 bits [totally LKN bits of d;(n) gre tra?ns- :A_2+ A2 (4" -1) _ A2 Fer 4(Q*-1) (30)
mitted] in each simulation. The results f@=2, 4, and 8 in 12 3 Q%3 3 '

the regionp=0-0.2 are shown in Fig. 3. No recovery error __ . . . . _
(P.=0) is detected with the above message sequence whei decreases with the increasing@fat fixedp, which may
p< 0.02 forQ:4 and 8. The system is very robust to trans_aCCOUnt for the better performance at |ar@_rThiS analySiS
mission errors. For example, whenis as large as 0.1, the is supported by the simulation for estimatiag As seen in
recovery error probability is only 1.3410 2 for Q=8. The  Fig. 4, the estimated? (dots is close to Eq.(30) for Q
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2(4A). For the case\y=2(4A) and Q=128=2" in Ref.

10° [9], if an error occurs in positiod;(n) (only considering a
" single error in thel positions as in the above discussiso
107 ¢ - that |£(n)|=A2'>2(44A), i.e., i>3, then the synchroniza-
102 tion difference must have exceeded the allowed amplitude
0% F 4A, and this information digit is recovered incorrectly. The
°, 3 recovery error probabilityP, is at least [ —4)p, and in-
a 107} creases with increasing, indicating that this system is sen-
4 sitive to transmission errors. However, if the channel noise is
107 ¢ not very high so that the error probabilityis very low, this
10° system can work reliably.
o® L . . . . . 3 V. DISCUSSION

0 10 20 30 40 50 60 70 80 L . .
- Secure communication using chaos may have promising

N practical applications in the future. For the purpose of imple-
mentation of this idea with modern communication technol-
FIG. 5. P, as a function oN for Q=4 andp=0.1. ogy, taking advantage of digital communication, it is impor-

tant to investigate the possibility of digital communication in
—4 and 8. The difference @=2 may be due to the fact the field of secure communication using chaos, which now

that, in the present systera(n) is not really symmetrical Mainly focuses on analog communication.
about 0 and uniformly distributed in-(A,A). Robustness of the methods to external noise is another

The robustness of our communication system is due to thEnportant issue when considering practic_al applicatiqn o_f the
encoding method with which one should transtri bits of methods. Most methods based on chaotic synchronization to

d.(n) to transmit a message . One can expect that the '€COVer the information are sensitive to external noise, be-

system performs better with largét. With Q=4 and p cause external noise will destroy the exact synchronization

—0.1, we have examineN=5-80. As seen in Fig. 5 and beget errors to the decoded information. Digital commu-
by . " 1 e

follows an exponential law nication is robust to external noise, but transmission errors
may also occur if the noise level is high in the channel. The
P.=0.184 exp— 0.158\). (31) recently proposed digital communication methH@] based
on chaotic synchronization is sensitive to transmission er-
A similar exponential law holds for oth&) andp. Noting  rors.
that atp=0.1, in the cas€@=8 andN=25, one needs to We presented a method for digital communication, with
transmit LN=75 bits to transmit a message bit wiff,  binary symbols 1 and-1 being encoded with in-phase and
=1.74x10 2, while in the cas€Q=4 andN=30,LN=60 antiphase chaotic synchronization between the transmitter
and P,=1.61x 103, so in a certain noise environment, a and the receiver, respectively. Although quantization of the
proper choice ofQ andN may both enhance the efficiency analog chaotic carrier destroyed the exact synchronization,
(smallLN) and robustnesgmall P,) of the communication the limited synchronization errors enable the receiver to re-
system. cover the message correctly.

With the above results, we conclude that digitizing the The present method is very robust to transmission errors.
analog chaotic carrier for digital communication does notThus it is suitable for communication in very noisy environ-
cause the system to fail to recover the message correctly; gnents. On the other hand, the robust method can also be
the contrary, the message can be recovered with a very lov@gard as an error-correcting scheme. The feasibility of the
error probability P, even though the transmission has amethod enables it to be used for different aims concerning
rather high error probability due to high noise level in thethe efficiency or robustness of the communication by adjust-
channel. ing Q andN.

Let us look into the communication system in RE9],
where quanti;atiqn of _the carrier signal wiFh Ieng‘;Heads ACKNOWLEDGMENTS
to a synchronization difference not exceediny #vhich en-
ables the system to transmit digital information added to the This project was supported by the National Basic Re-
digitized chaotic impulses, provided that the minimal dis-search Project “Nonlinear Science” and the National Nature
tance A, between the information digits is no less than Science Foundation of China.
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