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Digital communication robust to transmission error via chaotic synchronization
based on contraction maps
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Most of the methods proposed for communication using chaotic dynamics deal with analog communication.
A method for digital communication is presented in this paper, with the chaotic carrier being digitized.
Quantization of the chaotic carrier destroys the exact synchronization, which however, does not prevent the
receiver from decoding the message correctly. It is demonstrated by numerical simulations that digital com-
munication is very robust to transmission errors resulting from channel noise.@S1063-651X~97!10208-2#

PACS number~s!: 05.45.1b, 43.72.1q
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I. INTRODUCTION

Recently, potential applications of chaotic dynamics
secure communication have drawn great research atten
The main idea is to employ chaos as a broadband carrie
encoding and masking information signals. Most approac
proposed to realize this basic idea are based on synchro
tion of chaotic systems to mask and recover analog mess
@1,2# and digital messages@2–4#. Other methods include
controlling chaotic system to follow a desired wave form
which a message is encoded@5#, and making use of the quic
decay of a correlation function for chaotic signals@6#. How-
ever, chaotic dynamical systems exhibit regular geome
structures which are often far from random when viewed
some suitable phase space. Some researchers have s
that it is possible to reveal the hidden information by rec
ating the geometric structure with some prediction-ba
methods@7#, particularly when the hidden signals are add
to the chaotic carrier at very low power, or it is possible
find some suitable return maps which allow the informat
to be extracted@8#.

In all the above methods, the chaotic carrier signal tra
mitted from the transmitter to the receiver is analog, wh
seems to be a natural requirement for the methods base
synchronization of chaotic systems, because the chaotic
rier not only bears the message but also drives the receiv
synchronize with the transmitter. Since chaotic synchron
tion is sensitive to external interferences, any form of alt
nation to the driving signal may spoil the exact synchroni
tion and make it difficult or even impossible to decode
unmask the hidden message correctly. As a result, as a
cial form of alternation, quantization of the chaotic carri
which is necessary for digital communication, may dest
the synchronization which is necessary for correct decod
or unmasking of the message in the receiver. So it se
difficult to realize digital communication based on chao
synchronization.

However, almost all modern communications are digi
For future implementation of communication using chaos
is necessary to explore digital communication in this fie
Lately, Stojanovski, Kocarev, and Parlitz@9# have shown
that, under some conditions, the state of a chaotic sys
561063-651X/97/56~2!/1599~6!/$10.00
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driven by chaotic impulses from another chaotic system m
comply to the state of the driving system in the sense
generalized synchronization. When the chaotic impulses
quantized, the synchronization differences are restric
within some amplitude, which can be employed to real
digital communication.

In this paper, we present a method for transmission bin
message by digitized chaotic carrier. The method is base
an analog communication method we previously propo
for robust transmission of a binary message via chaotic s
chronization @10#. The analog communication method
briefly described in Sec. II and the digital communicati
method in Sec. III. The validity and robustness of the digi
communication is demonstrated with the He´non map in Sec.
IV.

II. ANALOG COMMUNICATION SYSTEM

The analog communication system@10# for transmission
binary message employs chaotic synchronization based
contract maps@11#. A chaotic discrete-time system

x~n11!5 f „x~n!… ~xPRM ! ~1!

is partitioned into two parts

x~n11!5g„x~n!…1h„x~n!…, ~2!

where g is a contraction map on a closed setV,RM,
namely

ig~x!2g~y!i<agix2yi . ~3!

ag is the contraction constant ofg on V, 0<ag,1.
A drive-response system can be constructed as

x~n11!5g„x~n!…1h„x~n!…, ~4!

y~n11!5g„y~n!…1h„x~n!…, ~5!

which will achieve in-phase synchronization ifx(n) and
y(n) are confined inV for eachn>0, because
1599 © 1997 The American Physical Society
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ix~n11!2y~n11!i5ig„x~n!…2g„y~n!…i

<agix~n!2y~n!i ~6!

and

lim
n→`

ix~n!2y~n!i50. ~7!

On the other hand, if mapg also satisfies

ig~x!1g~y!i<ag8ix1yi ~8!

for any x and y in a closed setV8 with 0<ag8,1, the fol-
lowing drive-response system

x~n11!5g„x~n!…1h„x~n!…, ~9!

y~n11!5g„y~n!…2h„x~n!… ~10!

will achieve antiphase synchronization ifx(n) andy(n) are
in V8 for n>0, because

ix~n11!1y~n11!i5ig„x~n!…1g„y~n!…i

<ag8ix~n!1y~n!i ~11!

and

lim
n→`

ix~n!1y~n!i50. ~12!

For the purpose of communication, we employ a chao
systemf which can be partitioned asf 5g1h, andg satis-
fies both

ig~x!6g~y!i<agix6yi ~13!

for any x,yPV with 0<ag,1. The system has a chaot
attractorA in V and that2A5$2xuxPA% is also inV. For
simplicity, we further require thath(x) be a scalar signal.

The main idea of the present communication method i
encode the two symbols 1 and21 of a binary message with
the in-phase and antiphase synchronization of the above
otic system respectively.

We employ the scheme proposed in@6# to encode the
binary message. Each symbolbkP$21,1% is represented by
N elements ofh„x(n)… „n511(k21)N,...,kN…, and the
transmitted signals(n) is given by

s~n!5bkh„x~n!…. ~14!

The communication system is constructed as follows:

x~n11!5g„x~n!…1h„x~n!… transmitter,
s~n!5bkh„x~n!… transmitter signal,
y~n11!5g„y~n!…1s~n! receiver.

~15!

It is seen from Eq.~15! that

y~n11!5 Hg„y~n!…1h„x~n!…,
g„y~n!…2h„x~n!…,

bk51,
bk521. ~16!

So in-~anti!phase synchronization between the transmi
and the receiver is achieved after a transient whenbk51
(21) if N is large enough. When the message seque
c

o

a-

r

ce

switches between11 and 21, the communication system
will switch between in- and antiphase synchronization
cordingly. To decode the message from the received sig
s(n), it is required that sgn„h(2x)…5sgn„h(x)… so that
s(n)h„y(n)…5h2

„x(n)…>0 for bk51, while s(n)h„y(n)…5
2h„x(n)…h„2x(n)…<0 for bk521 after the transient pro
cess. By computing the correlation function

CkN5 (
n511~k21!N

kN

s~n!h„y~n!…, ~17!

the message is recovered correctly as

bR
k 5 H 21,

1,
CkN,0
CkN.0. ~18!

In practice, the transmitted signal is inevitably contam
nated with some external noisee(n), and received asr (n)
5s(n)1e(n), which enters into the receiver to drive th
response system. To recover the message in the presen
external noise, the correlation function betweenr (n) and
h„y(n)… is computed instead of that betweens(n) and
h„y(n)… in Eq. ~17!.

We can evaluate the performance of the method by e
mating the recovery error probability@6#

Pe5P~bR
k Þbk!. ~19!

It has been shown in Ref.@10# that although exact synchro
nization of the chaotic systems is destroyed by exter
noise, the encoded message may also be retrieved with
low recovery error probability. So the method is robust
external noise, and its robustness may be by far higher t
other methods based on synchronization to transmit bin
messages@3,4#.

III. DIGITAL COMMUNICATION SYSTEM

To realize digital communication, the chaotic carrier s
nal s(n) is digitized with a quantizer@9# which equally di-
vides the amplitude range (2A,A) of the chaotic carrier
s(n) into Q blocks, each with a lengthD52A/Q, taking the
medium value of the block wheres(n) is as the the digitized
signal sQ(n). So sQ(n) takes a value from the set$D(2k
112Q)/2, k50,1,2,. . .,Q21%.

With a proper code „dL21(n),...,d1(n),d0(n)… (di
P$0,1%), sQ(n) is sent to the receiver, and is restored
drive the response system in the receiver. The commun
tion system can be written as

x~n11!5g„x~n!…1h„x~n!…,

s~n!5bkh„x~n!…,
~20!

s~n!→sQ~n!,

sQ~n!→„dL21~n!,...,d1~n!,d0~n!… transmitter,

„dL21~n!,...,d1~n!,d0~n!…→sQ~n!,
~21!

y~n11!5g„y~n!…1sQ~n!, receiver.
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With the above quantization, we haveuzu5usQ(n)
2s(n)u<D/25A/Q. Let us examine the in-phase synchr
nization errorein(n)5iy(n)2x(n)i (bk51) in the noise-
free case. It is seen from Eqs.~20! and ~21! that

ein~n11!5iy~n11!2x~n11!i

5ig„y~n!…2g„x~n!…1sQ~n!2s~n!i

<ig„y~n!…2g„x~n!…i1usQ~n!2s~n!u

<agein~n!1
D

2
, ~22!

from which we obtain

ein~n!<
D

2~12ag!
5

A

Q~12ag!
~23!

for n→`. Similarly, the antiphase synchronization err
ean(n)5ix(n)1y(n)i (bk521) has

ean~n!<
D

2~12ag!
5

A

Q~12ag!
~24!

for n→`.
The limited synchronization errors will bring limited pe

turbations to the correlation function which is now

CQ
kN5 (

n511~k21!N

kN

sQ~n!h„y~n!…. ~25!

A message bitbk can be correctly decoded as long asCQ
kN

has the same sign asCkN, the correlation function of the
analog communication@Eq. ~17!#. The validity of the digital
communication will be demonstrated in Sec. IV with speci
chaotic system, the He´non map.

IV. SIMULATION OF THE METHOD

To show the validity of the method, we consider t
Hénon map

x1~n11!51.22x1
2~n!1x2~n!,

~26!

x2~n11!50.3x1~n!,

which has a chaotic attractorA in R2. We partition the sys-
tem as follows:

g~x1 ,x2!5S 0
0.3

0.9
0 D S x1

x2
D ,

~27!

h~x1 ,x2!5S 2x1
210.1x211.2

0 D .

It is evident that

ig~x!6g~y!i<0.9ix6yi ~28!

for any x,yPR2. h(x(n))50.1x2(n)2x1
2(n)11.2 is now a

scalar chaotic sequence within~21.25, 1.25!, i.e., A51.25.
All requirements are met.
First, we examine the synchronization error resulting fro
the digitized driving signalsQ(n). With a largeN, e.g.,N
55000, the average valueēin of the error iy(n)2x(n)i
(bk51) is estimated for differentQ, as plotted in Fig. 1. The
plot can be fitted asēin50.71/Q. The average valueēan of
the antiphase synchronization erroriy(n)1x(n)i follows
the same law asēin .

Next, we study the effect of the quantization of the ch
otic carrier on the correlation functionCQ

kN. (1/N)CQ
kN is

calculated as a function ofQ with N55000 and is shown in
Fig. 2. As can be seen in this figure that, with the increase
Q, CQ

kN comes toCkN quickly, andCQ
kN keeps the same sig

as CkN for both bk51 andbk521 for all the Q>2, indi-
cating that the message sequence can be decoded wi
error whenN is rather large.

In practice, however, much smallerN, for exampleN
525, may be more desirable in communication. In such
case, the correlation function has large fluctuations and
possible that sgn(CQ

kN)52sgn(CkN) for somebk, resulting in
recovery errors of the message. To examine it, we estim
the recovery error probabilityPe with respect toQ in the

FIG. 1. Average value of the synchronization differenceiy(n)
2x(n)i as a function ofQ.

FIG. 2. The normalized correlation function (1/N)CQ
kN with re-

spect toQ. N55000 is used in the calculation.~a! bk51, ~b! bk

521.
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noise-free case, using a random message sequence upK
54.53105 bits for eachQ. No error is detected for all the
Q>2.

The above discussion is based on the fact that there i
noise in the transmission channel, and the digitized driv
signalsQ8 (n) restored at the receiver is the same assQ(n). In
practice, the channel noise is unavoidable. An advantag
digital communication over analog communication is that
digital sequence„dL21(n),...,d1(n),d0(n)… of sQ(n) is dis-
cernible in the noise environment, provided that the no
level is not too high. However, errors may occur at so
position, depending on the nature of the external noise
well as the transmitted signal. For the simplicity of the d
cussion, we assume in this paper that errors occur with
equal probabilityp in each position and independently
different positions. Most digital communication system
have some error-detecting and correcting scheme wh
however, may not be able to correct all the errors. We w
not consider such a scheme here. Without considering
error-correcting process, the driving signalsQ8 (n) restored
from a digital sequence containing errors is not the sam
the originalsQ(n), but has a differencej(n)5sQ8 2sQ(n).
Driven bysQ8 (n), the receiver may recover the message w
errors.

In the following, we examine the performance of the dig
tal system in the presence of channel noise, which resul
an error probabilityp during transmission. For the conve
nience of simulation, we consider the casesQ52L. In such a
case, each of theQ digitized valuesD(2k112Q)/2 (k
50,1,2,. . .,Q21) is represented by the corresponding digi
code ofk, namely,( i 50

L21di2
i5k. If an error occurs at posi

tion i , di50 is received as 1 or 1 as 0.
The recovery error probabilityPe of the message is est

mated with respect top, using a random message sequen
up to K54.53105 bits @totally LKN bits of di(n) are trans-
mitted# in each simulation. The results forQ52, 4, and 8 in
the regionp50 – 0.2 are shown in Fig. 3. No recovery err
(Pe50) is detected with the above message sequence w
p<0.02 forQ54 and 8. The system is very robust to tran
mission errors. For example, whenp is as large as 0.1, th
recovery error probability is only 1.7431023 for Q58. The

FIG. 3. The recovery error probabilityPe as a function of the
transmission error probabilityp for Q52, 4, and 8.
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plots can be approximately fitted with

Pe5spt. ~29!

The constantss and t are estimated, givings56.09 andt
52.75 for Q52, s5127.33 andt54.59 for Q54, ands
5402.69 andt55.39 forQ58.

Noting that the probability ofj(n)5sQ8 (n)2sQ(n)Þ0 is
12(12p)L, which is approximatelyLp whenp is small, so
it seems that the larger theQ (Q52L) is, the worse the
performance of the system would be. However, the ab
results have shown that the performance is better with la
Q. To investigate into the reason, let us examine the dis
bution of the differencej(n). j(n) takes values from the se
$Dk, k52(Q21),2(Q21)11,. . .,Q21%. When p is
small, it is very rare that two or more than two errors occ
in the L positions of the sequenc
„dL21(n),...,d1(n),d0(n)… of sQ(n). If neglecting the cases
of two or more than two errors in theL positions, thenj(n)
will take values6D2i ( i 50,1,. . .,L21), resulting from a
single error in the positiondi(n) only, with the probability
p. For the simplicity of discussion, we also assume thats(n)
is uniformly distributed in (2A,A), so thatz(n)5sQ(n)
2s(n) is uniformly distributed in (2D/2,D/2) and indepen-
dent ofj(n). So digital communication begets a total devi
tion «(n)5j(n)1z(n) to the analog driving signals(n).
«(n) is a random number in the region†2A(221/Q),A(2
21/Q)‡, with mean value 0. Let us look into the mea
square value of«(n),

«25j21z25
D2

12
1 pD2(

i 50

L21

~2i !2

5
D2

12
1pD2

~4L21!

3
5

A2

Q2 F1

3
1p

4~Q221!

3 G . ~30!

«2 decreases with the increasing ofQ at fixedp, which may
account for the better performance at largerQ. This analysis
is supported by the simulation for estimating«2. As seen in
Fig. 4, the estimated«2 ~dots! is close to Eq.~30! for Q

FIG. 4. The mean-square value«2 as a function ofp. The solid
lines are the analytical results of Eq.~30!.
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56 1603DIGITAL COMMUNICATION ROBUST TO . . .
54 and 8. The difference atQ52 may be due to the fac
that, in the present system,s(n) is not really symmetrical
about 0 and uniformly distributed in (2A,A).

The robustness of our communication system is due to
encoding method with which one should transmitLN bits of
di(n) to transmit a message bitbk. One can expect that th
system performs better with largerN. With Q54 and p
50.1, we have examinedN55 – 80. As seen in Fig. 5,Pe
follows an exponential law

Pe50.184 exp~20.158N!. ~31!

A similar exponential law holds for otherQ and p. Noting
that at p50.1, in the caseQ58 andN525, one needs to
transmit LN575 bits to transmit a message bit withPe
51.7431023, while in the caseQ54 andN530, LN560
and Pe51.6131023, so in a certain noise environment,
proper choice ofQ andN may both enhance the efficienc
~small LN! and robustness~small Pe! of the communication
system.

With the above results, we conclude that digitizing t
analog chaotic carrier for digital communication does n
cause the system to fail to recover the message correctly
the contrary, the message can be recovered with a very
error probability Pe , even though the transmission has
rather high error probability due to high noise level in t
channel.

Let us look into the communication system in Ref.@9#,
where quantization of the carrier signal with lengthD leads
to a synchronization difference not exceeding 4D, which en-
ables the system to transmit digital information added to
digitized chaotic impulses, provided that the minimal d
tance D inf between the information digits is no less th

FIG. 5. Pe as a function ofN for Q54 andp50.1.
e

t
on
w

e
-

2~4D!. For the caseD inf52(4D) and Q5128527 in Ref.
@9#, if an error occurs in positiondi(n) ~only considering a
single error in theL positions as in the above discussion! so
that uj(n)u5D2i.2(4D), i.e., i .3, then the synchroniza
tion difference must have exceeded the allowed amplit
4D, and this information digit is recovered incorrectly. Th
recovery error probabilityPe is at least (L24)p, and in-
creases with increasingQ, indicating that this system is sen
sitive to transmission errors. However, if the channel nois
not very high so that the error probabilityp is very low, this
system can work reliably.

V. DISCUSSION

Secure communication using chaos may have promis
practical applications in the future. For the purpose of imp
mentation of this idea with modern communication techn
ogy, taking advantage of digital communication, it is impo
tant to investigate the possibility of digital communication
the field of secure communication using chaos, which n
mainly focuses on analog communication.

Robustness of the methods to external noise is ano
important issue when considering practical application of
methods. Most methods based on chaotic synchronizatio
recover the information are sensitive to external noise,
cause external noise will destroy the exact synchroniza
and beget errors to the decoded information. Digital comm
nication is robust to external noise, but transmission err
may also occur if the noise level is high in the channel. T
recently proposed digital communication method@9# based
on chaotic synchronization is sensitive to transmission
rors.

We presented a method for digital communication, w
binary symbols 1 and21 being encoded with in-phase an
antiphase chaotic synchronization between the transm
and the receiver, respectively. Although quantization of
analog chaotic carrier destroyed the exact synchronizat
the limited synchronization errors enable the receiver to
cover the message correctly.

The present method is very robust to transmission err
Thus it is suitable for communication in very noisy enviro
ments. On the other hand, the robust method can also
regard as an error-correcting scheme. The feasibility of
method enables it to be used for different aims concern
the efficiency or robustness of the communication by adju
ing Q andN.
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